IoT Sensor Blockchain
Executive Summary

“The Internet of Things has the
potential to fundamentally shift
the way we interact with our
surroundings.”
—McKinsey Global Institute

“Blockchain technologies are
poised to disrupt stagnant trial
timelines.”
—Forbes Technology Council

“The use of blockchain to
secure data in clinical trials is
on the rise.” —Gartner

Clinical trials depend on data from various sources, most important
measurement and experiment data generated throughout the trial. The
best practice is to collect data at each point of interest (e.g. biological
sample) by applying state-of-the-art sensor technologies. When
managing research data for the purposes of clinical trials, it is imperative
to be able to prove collected data integrity, provenance and security.
The history of science is replete with high profile cases of known or
suspected scientific misconduct, including Isaac Newton, who may have
falsified some data to make it agree more closely to his theories; and
Gregor Mendel, who is suspected of selective reporting of results or
even data falsification.
Even unintended falsification can be created by unsuitable methods or
improper measuring equipment leading to an unreproducible data set.
According to the article “The Economics of Reproducibility in Preclinical
Research” (PLoS Biol 13(6): e1002165), more than 50% of research data
is not reproducible, amounting to approximate damages in the US of $28
Billion per year. In order to rely on clinical trials and research data, one
needs to ensure that data has not been manipulated or tampered with
from the point of collection—either intentionally or unintentionally. In
addition, the chain of custody of that data or samples upon which the
data has been based needs to be tracked and verified.
To address these challenges, research organizations are increasingly
turning to state of the art IoT based sensor technology and distributed
ledger technologies (commonly called blockchains) that can be used to
verify the provenance of research data, and to verify that research data,
consent forms, and other information has not been tampered with,
providing enhanced security and transparency. These distributed
technologies can be vital in proving data provenance, data integrity, and
data security. A combined solution of sensor hardware and embedded
cryptography that delivers data from the PoI and blockchains creates an
unalterable, tamper-evident data set for all important steps through- out
the research process.
Unfortunately, embarking on a combined IoT sensor/blockchain project
can be time consuming and expensive. Also, because distributed ledger
technology is rapidly evolving and improving, it can be risky to place all
your bets on a single underlying chain.
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InnoME provides a unique combination of know-how in low
cost and low power sensors, wireless technologies, and
scalable production capabilities. These sensors are essential
to widespread adoption of the Internet of Things. MEMS
(microelectromechanical systems) sensors used in
smartphones are one source of low cost sensors. InnoME
combines these at critical points with printed sterile singleuse sensors.
Essentim provides an IoT-based sensor solution tailored to
the needs of process monitoring and documentation in the
biomedical space. This innovative approach combines
optimized wireless sensor units that directly fit to standardized
sample vessels in life science with a scalable, web-based
software solution, enabling easier digital documentation.
This results in a structured dataset that makes trial conduct
provable, and builds a basis for target-oriented process
reproduction. Cryptowerk provides an enterprise-grade,
SaaS-based cryptography platform designed to reduce risk,
minimize time to production, and lower the costs for
powering your applications with blockchain. It enhances
existing systems and processes—meaning organizations can
add the benefits of blockchain today with no downtime.
Combining InnoMe’s printed sensor units and electronics
with essentim’s wireless sensor network, and utilizing the
ability of the integrated MCU’s for the first step of
cryptography, is an essential part in verifying sensor data
from the point of generation. Adding Cryptowerk’s approach
de- livers a unique, scalable and reliable turn-key solution.
And because the three partners allow easy integration into
existing hardware and software environments, e.g. with one
or more different public or private blockchains, the
combined applications will remain stable while allowing
customers to leverage any new advancements in sensor or
distributed ledger technologies.

Figure 1: A sensor-augmented multiwell plate for high throughput

The Opportunity
Organizations involved in clinical trials are under increasing
pressure to digitize their products, processes and business
models to remain competitive and to meet increasingly
stringent regulatory and industry compliance requirements.
At the same time, they must balance the complex logistics of
data gathering, data security and more. A scalable IoT data
acquisition solution combined with blockchain-based
cryptography offers many of the key capabilities needed to
achieve digital transformation goals:
• Measurement equipment (e.g. consumables) enhanced
with sensor technology to deliver raw data that directly
relates point of interest.
• Securely seal raw clinical trial data such as data from IoT
systems and other automated collection means. Data can be
sealed in the blockchain at the moment of generation and
later automatically compared to the data being entered into
“official” logs to confirm it hasn’t changed.
• Detect manipulation of datasets. By fingerprinting original
consents, research reports and other datasets, and putting
those seals into a blockchain, anyone can later test that the
dataset has remained unaltered by verifying it against the
blockchain fingerprint. An organization can then easily prove
the original dataset has not been tampered with.
• Track pharmaceuticals used in clinical trials in compliance
with DSCSA and other regulations.
• Instantly verify the identity, experience, and training of
clinical research personnel— even when those personnel
change companies.

environmental parameters as well as movement and illumination.

chemosensivity screening combined with an essentim scope to monitor
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Solution Description

Blockchain Overview

The combined solution offered by InnoME, essentim and
Cryptowerk makes IoT data acquisition and blockchainbased digital notarization frictionless. It is designed to
reduce risk and lower costs of instrumenting your existing
applications with distributed ledger technologies. Benefits
of this solution include:

A blockchain is a shared, immutable ledger for recording and
tracking digital assets in a network. Blockchains make
intermediaries obsolete. Their decentralized, open, and
cryptographic nature allows people to trust each other and
transact peer-to-peer. To put it another way, think of a
blockchain as a distributed database, with no central
administration. It’s called a “blockchain” because of the way it
stores data in bundles of data called “blocks” that record and
confirm the time and sequence of transactions. These blocks
are then linked together to form a chain. Each block contains
a time-stamped batch of recent valid transactions, and the
ID (“hash”) of the previous block.

• Scalability: The patent-pending technology allows
Cryptowerk to accelerate writing to public blockchains
up to 600,000 transactions per second.
• Affordability: Reusable sensors and sensors integrated
in consumables allow faster, more inexpensive timeto-instrumentation without interrupting operations.
Transaction costs for public blockchains are much
lower and predictable due to Cryptowerk’s approach.
No blockchain programming experience is required to
add the benefits of distributed ledgers to your
applications.
• Interoperability: Unlike most solutions, this solution is
100% environment-agnostic. This allows companies to
select an approach without risking everything on a
single hardware or software provider.
• Reduced risk: System integrators can immediately
take advantage of well-documented APIs without
having to reprogram existing interfaces.
• Data Privacy: No sensitive data is transferred to the
technology providers—only digital fingerprints.

The previous block hash links the blocks together and prevents any block from being altered, or inserting a block
between two existing blocks. Each subsequent block
strengthens the verification of the previous block and the
entire blockchain. This distributed, duplicated, peervalidated method renders the blockchain tamper-evident.
Also, blockchain-powered databases have extreme fault
tolerance because of their built-in redundancy. Every node
processes every transaction, so no individual node is critical
to the database as a whole. Because nodes connect to each
other peer-to-peer, multiple communication links can fail
before the system collapses.

Sensor-Augmented Consumables
Non-invasive reusable and disposable sensors are easy to
use and ideal consumables for a wide range of life science
applications. Reusable sensors provide continuous
monitoring of an experiment or patient characteristics, can
have multiple applications, and can be cleaned between
uses. A range of disposable sensors is designed for singleuse cases where the risk of cross-contamination
is high. Another major attraction is that the
existing generic IoT sensing unit is easy
to set up in any existing system. Sensors
at point of interest and in printed singleuse
electronics
enable
custom
electronics for smart packaging, smart
wearable devices in conformal shapes,
and sensors incorporated in the design of
buildings, cities, cars, airplanes, medical
devices, pharmaceutical products, and
just about any other device.
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Assay/Experiment-Centric Monitoring
The concept of assay or experiment-centric monitoring is a
new approach to enable a holistic process description at the
point of highest relevance. Good examples are experimental (or even therapeutical) approaches based on sensible
biological systems like cell cultures. Especially for so called
primary cultures (cells directly derived from living organisms),
it is essential to keep all parameters as close to the optimum
as possible. Treating these without the appropriate attention
will subsequently lead to failure in the form of inexplicable
and irreproducible results. Therefore, essentim devised a
system that reveals deviations to the optimal process and applies this knowledge for process improvement. Furthermore,
the system will generate necessary documentation to create
reliable evidence on process conduct. It is built on two major
technologies: an IoT-approach that enables instrumentation
of standard laboratory vessels with wireless sensor units,
combined with manual (user input) or automated (lo- cationbased) contextualization of process data. The resulting
structured data set of a specific experiment or trial sheds
light into the “black box” and not only builds a database for
continuous improvement through analytics, but also is proof
for adherence to GMP/GLP standards.

Ideal Use Cases in Life Science
• The assets being tracked can be represented digitally:
either they already are digital or you can create a unique
“digital twin” of each asset through serialized labels
(e.g., barcode, QR) or other means.
• When you need or want to read a critical value in an
environment threatened by cross-contamination, get
your data in real time, and secure the values for quality
control. For example, chemosensitivity testing for the
first histological analysis to compare the effectiveness
of different cytostatics and to achieve as good a
selection as possible. Using cryptography at the point
of interest verifies the data and can be validated at a
later time.
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